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(54) Electronic data storage apparatus with key management function and electronic data 
storage method 



(57) A storage apparatus includes a key manage- 
ment unit (12) for managing an individual key unique to 
the apparatus and a common key shared with other stor- 
age apparatuses, and an encryption unit (13) for per- 
forming an encrypting process or verifying data for per- 
forming the encrypting process on electronic data stored 
in the apparatus to which the unit belongs using the in- 



dividual key, and performing the encrypting process or 
verifying the data on the electronic data transmitted to 
or received from another apparatus using the common 
key. Thus, the apparatus communicates data using an 
applicable common key in a local environment and a 
global environment, appropriately manages a key in 
each environment, and guarantees the security of the 
electronic data. 
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